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Before we get to Passwords




Phising

Scammers use email to attempt to trick you in
responding.

Then, they try to steal your passwords, account
numbers, or Social Security numbers.

If they get that information, they could get
access to your email, bank, or other accounts.

Or they could sell your information to other
scammers.




Anatomy of a Phishing Email

Response required - Message (HTML)

Message Q Tell me what you want to do

S : ) § Create New ¥ E | [ |> £ Find q
X = & € =& =5 [EaMeeting SBoneNote [=% RN a  Retstod -
Delete Archive Reply Reply Forward More Move [EPActions ~ Mark Categorize Follow Translate Zo

All Unread - Up - - [3 select -
Delete Respond Quick Steps s Move Tags s Editing

service@intl.paypal.com <service.epaiypal@outlook.com>

Actual sender not from company and

not from displayed name

| PayPal

Trying to give i
a false sense Response required.

of urgency
Dear Often vaguely

We emailed you a little while ago to ask for your help resolving an issue with your PayPal account.
Your account is still temporarily limited because we haven't heard from you. WO rd ed or

We noticed some unusual log in activity with your account. Please check that no one has logged in to Wlth bad
your account without your permission. gra mmar a nd

To help us with this and to see what you can and can't do with your account until the issue is resolved, Spe I |i ng
log in to your account and go to the Resolution Center.

As always, if you need help or have any questig free to contact us. We're always here to help.
Thank you for being a PayPal customer.

Sincerely,

PayPal
Hover over links to see actual URL

Please do not reply to this email. Unfortunately, we are unable to respond to inquiries sent to this address. For immediate answers to your questions
simply visit our Help Center by clicking "Help" at the bottom of any PayPal page

Even if you think the email is legitimate, if it is not something you are expecting it is a good idea to contad
person you believe to be the sender “out-of-band,” or by another method than clicking “reply” or any link
the email. For example, call a phone number you know belongs to the institution or person or go directly
their website by typing in the URL.

*original image taken from phishing.org




FedEx.

Express
Parcel Tracking

Dear Customer,

There is a package bearing your name at our local dispatch facility.
Our courier was unable to deliver the parcel due to incorrect delivery d
Please see below to confirm your delivery address with us to ensure sm

Best Regards

FedEx Redstar Express

amazon Refund Notification

Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing
information

REF CODE:2550CGE

You are required to provide us a valid billing address

Click Here to Update Your Address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.
Amazon.com
Email ID:




Smishing

« Atype of phishing occurs via your text
messages

* Texts from banks, investment firms and
other financial institutions stating
there’s an issue with your account.

* Messages promising free money,
products or services.

» Text messages from companies &
service providers stating that there's an
issue and you need to update your
payment account information.




Thursday, April 23, 2020

° Roni, as a part of e Roni Records indicate

a nationwide test z
we are distributing YL Ehe uelpaying on

free accounts with your electric bill. New
access to Netflix tech lets you slash it
+ Disney+ content, in half. gp4knt.com/
go to i673ns.info/ mQ1M5 EgkMQg Txt
Yih :ﬁi AM Stop to End . 11:59 AM
Text Message
Saturday, April 25, 2020 o Moo Today 5:39 AM

Roni, melt your © s this Roni Bliss? We Walgreens wanted to show you

excess weight away have a free iPhone our AprillApril.|April,} 2022
with this Shark Tank for you. Can you survey Anyone that finishes it by

miracle prOdUCt' confirm your details by Ap[ij_s wi“ get a complimentary

Completely free for the today: j6vq04p.info/
first 10 q72b1.info/ 3 $100.00 reward.
XURMS59EQE XmulLvOoPHO Aot : [

Hello. We detected
fraudulent activity on
your Apple iCloud
account. To reset
password:
www.123applesupport/12
34ds.com




Todays Discussion

Discuss why password security is essential

Learn tips for creating strong passwords

Comparison of popular password management systems



Why password security
IS essential.



% Connect with other people?

Bank and shop?

Question:

Do you

mOStIy “u Watch movies and play games?

N What else do you do?




Password Security

« People are in the business of stealing data and account information.

* First half of 2020 alone, over 36 billion records were part of a data
breach.

 There is a hacking attempt somewhere in the US every 39 seconds.

* Your passwords are the padlock that protects your livelihood, money, and
identity.

* It's dangerous to assume that the password we are using is strong and
that it is good enough.



NO
UNAUTHORIZED
ENTRY

HACKERS

Why is password security important?



Password Threats

« THREATS
* You (Too trusting and don’t believe it will happen to you)
« Easier to guess than expected
» Brute Force
» Use familiar tricks
» Transformation and substitutions (fOOtb@Il)
» Keyboard patterns (qwertyasdf)
» Padding (Montana12&*-&*-&*-)




The Most Common Poor Password
Practices

Create easy
passwords

Never changing
passwords

Reuse passwords

Writing passwords
Sharing passwords down or storing them
Insecurely on spreadsheets or
your phone

Use the minimum
length passwords




List of the 20 passwords commonly found
In leaked information on the dark web:

1q2w3e
23456 1234567890
123456789 g DEFAULT
Qwerty 0
Password Abc123
12345 654321
12345678 123321
111111 s Qwertyuiop
1234567 " lloveyou
123123 666666

Qwerty123



Data
Breach
Defined

An incident where information is stolen or taken
from a system without the knowledge or
authorization of the system’s owner.

A small company or large organization may
suffer a data breach.

Stolen data may involve sensitive, proprietary,
or confidential information such as credit card
numbers, customer data, passwords, trade
secrets, or matters of national security.



Data Breaches in 2023

Top 9 High-Profile Company Data Breaches in 2023
*T-Mobile: May 2023 (and January 2023)

*Yum! Brands (KFC, Taco Bell, & Pizza Hut): April 2023.
*ChatGPT: March 2023.

*Chick-fil-A: March 2023.

*Activision: February 2023.

*Google Fi: February 2023.

*MailChimp: January 2023.

*Norton Life Lock: January 2023.




How a hacker works

s

-

Hackers start with a bunch of wordlists. The top 10,000 passwords is a good
place to start. Also, lists of all English words, all names, dates, and so on. In
less than one second, 30% of all passwords will be cracked.

-
After exhausting those wordlists, they will try all of the words again with
common substitutions: capitalizing the first letter (december — December),

making common letter-for-number swaps (december — d3cemb3r), and

other common password variations. —E

-

-

Next, they start combining the previous wordlists. Name + date
(doug3251983). Name + [separator] + date (doug.3251983).

-

s

If all else fails: brute force, a.k.a. try every combination of characters. Try a,
then b, then c ... eventually aa, ab, ac ...
eventually 6j2b#hi8, 6j2b#hi9, 6j2b#hi0, et cetera.

-




Have | Been Pawned?

* | got pwned,” which
means that hackers
stole personal details.

;--have i been pwned?

Check if your email address is in a data breach

» https://haveibeenpwned.com/

email address



https://haveibeenpwned.com/




How to make a strong
Password

* At least 12+ characters long (the
longer, the better).

 Has a combination of:
* Uppercase letters A-Z
* Lowercase letters a-z
 Numbers 0-9
« Special Symbols ~'! @#$%"&*() _
+={[}I\;;"'<,>.?/

« Random and unique.



* A factor in authentication is a way of
confirming your identity when you try to sign

in.
M U |ti_FaCtOr * The three most common kinds of factors are:
: . « Something you know - A password or a
Authentication memorized PIN.
« Something you have — A smartphone
(M FA) (phone number) or a secure USB key.

« Something you are - A fingerprint or facial
recognition.
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How To Make Unique Passwords

* An easy-to-make unique password — Use a
password generator

e https://passwordbits.com/password-gen.html

* Low-security passwords:
* For non-important accounts:

 Netflix, forums, or any account that would
be a mild inconvenience if hacked.

« High-security passwords:
 For essential accounts:

« Banking and email, or anything you would
panic over if it were hacked.

jg) @print s Page

~ P;;‘sswurd Generator
Low Secuiity High s
1. Sporty30perish 1. aZEA-
2. Subtlylideplores—' 2. 8haE:iEz§<
3. RggingZSunrest 3. 5Gnc-25¢
4. Glggh'ng7salways 4. 3xfd-xFM

5. Handwash68muskiness

;3. Unfazed34kilogram g Siﬁ:&i
8. $u§p02<:osmic 7. YWN4-S
9. E:dmgsssum:lergrad 8. ZBGr- : S\‘
1‘.) g;:ore19uptight 9. ct6J-te\';,:21
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https://passwordbits.com/password-gen.html

TIME IT TAKES FOR A HACKER
TO CRACK YOUR PASSWORD

Numbers, Upper

Numbers, Upper

Number of Nsmecs LOWNE Coe Ypper cne and Lowercase and Lowercase
Characters Only Letters Lowercase Letters g e S b
Instantly Instantly Instantly Instantly Instantly
Instantly Instantly Instantly Instantly Instantly
Instantly Instantly Instantly 1 sec 5 secs
Instantly Instantly 25 secs 1T min 6 mins
Instantly 5 secs 22 mins 1 hour 8 hours
Instantly 2 mins 19 hours
Instantly 58 mins
2 secs
25 secs 2k years 34k years
4 mins 100k years | 2m years
41 mins 9m years 200m years
6 hours 600m years 15 bn years
37bn years 1tn years
2in years 93tn years
100 tn years 7qd years




Password
Checkers

« Password:
* You can actually use spaces in your password!

* NordPass
* https://nordpass.com/secure-password/

« Kaspersky
e https://password.kaspersky.com/

 All Things Secured
e https://www.allthingssecured.com/password-checker/



https://nordpass.com/secure-password/
https://password.kaspersky.com/
https://www.allthingssecured.com/password-checker/




Comparison of popular
password management
systems

Objective 4



Ways People Keep thelir
Passwords

Time for a
new password

f GRAND
7 am COMPUTERS
CLUB
Your ‘
Technology
Resource
 Post-It Notes

» Taped to the bottom
of their computer or
keyboard

 Text, Word, and
Excel file on their
desktop (password
protected or not)

* No place; they use
(one, two, or there)
main passwords and
rotate between them



Paper and Pencill

e Putting a “dot” under the capitalized letters helps you
remember that they are capitalized.

 It’s also smart to use a pencil instead of a pen in case you

make a mistake or need to change the password later.

e https://www.amazon.com/s?k=password+book+for+senior L, °'°Ge"s“w )
s&rh=n%3A1064954%2Cp 72%3A1248945011&dc&ds=v1 ;-gau;;rg“gg‘e’m;’led :
%3AxqyTfLeOf2mkPViSOQ6VTvYftxXG30W%2F%2FCEY3bKE 5'52%%’5333,?25"’?;;"%5 |

%2BPU&Qid=1671209459&rnid=1248943011&ref=sr nr p
72 1



https://www.amazon.com/s?k=password+book+for+seniors&rh=n%3A1064954%2Cp_72%3A1248945011&dc&ds=v1%3AxqyTfLeOf2mkPVjSOQ6vTvyftxXG3oW%2F%2FCEY3bKE%2BPU&qid=1671209459&rnid=1248943011&ref=sr_nr_p_72_1
https://www.amazon.com/s?k=password+book+for+seniors&rh=n%3A1064954%2Cp_72%3A1248945011&dc&ds=v1%3AxqyTfLeOf2mkPVjSOQ6vTvyftxXG3oW%2F%2FCEY3bKE%2BPU&qid=1671209459&rnid=1248943011&ref=sr_nr_p_72_1
https://www.amazon.com/s?k=password+book+for+seniors&rh=n%3A1064954%2Cp_72%3A1248945011&dc&ds=v1%3AxqyTfLeOf2mkPVjSOQ6vTvyftxXG3oW%2F%2FCEY3bKE%2BPU&qid=1671209459&rnid=1248943011&ref=sr_nr_p_72_1
https://www.amazon.com/s?k=password+book+for+seniors&rh=n%3A1064954%2Cp_72%3A1248945011&dc&ds=v1%3AxqyTfLeOf2mkPVjSOQ6vTvyftxXG3oW%2F%2FCEY3bKE%2BPU&qid=1671209459&rnid=1248943011&ref=sr_nr_p_72_1
https://www.amazon.com/s?k=password+book+for+seniors&rh=n%3A1064954%2Cp_72%3A1248945011&dc&ds=v1%3AxqyTfLeOf2mkPVjSOQ6vTvyftxXG3oW%2F%2FCEY3bKE%2BPU&qid=1671209459&rnid=1248943011&ref=sr_nr_p_72_1

Password
Management
Strategy

s Critical passwords you must know.

* Ones you use often or in emergency access
to everything else.

« Common Examples:
» Master password for a password manager
« Computer login password
* Your Apple ID password
» Dropbox or cloud storage password

» Create solid but memorable passwords for
these

* Practice and memorize them

Use a password manager for

everything else




Password Managers

A software vault that stores your passwords
encrypted.

« Has a master password that grants access to all
the other passwords

« Can generate and store random complex
passwords that you can use instead of less
complex passwords.

« Syncs your passwords and makes them available
on the devices you use, wherever you are, even
without internet access.




Suggested
Features

Works in a browser, phone, and tablet.
Autofills most places (occasionally, you'll
need to cut and paste)

Syncs via Dropbox, iCloud, or their cloud
service

Preferably syncs automatically, not just
when you manually initiate

Allows you to share specific logins securely
with other people (like family members)



Apple's iCloud Keychain

* Pros:

* Great for remembering passwords on web
pages and storing those details,

 Visit a website it will automatically display the
username and fill the password in for you, at least if
you have set it up in Safari Preferences.

e CONS:

 Becomes becomes useless when trying to access
anything other than websites

* Not recommended if you need to sync your
passwords and credit cards, app logins, identities,
banking credentials, and much more across all your
devices




What is a Browser-based Password
Manager

Google Chrome, Edge,
Firefox, Opera, Safari,
and Brave enable In-

browser password
management by
default.

Similar to standalone
alternatives in terms of
basic function.




Web based Password Manager and Generator

ADVANTAGES  yery convenient and user-friendly.

Useful password generator feature.
Passwords are synchronized across all

devices.

No payment required.



Web based Password Manager and Generator

DISADVANTAGES

Only relatively safe.

No cross-browser syncing of passwords.

Limited security features and functionality.

Comes with a lot of risk.

If you use Chrome and your Google account is successfully
attacked by hackers, for example, all of your data may be

readily available to them.



Example Password Managers

» 1Password — https://1password.com/
 Dashlane — www.dashlane.com

» Roboform — https://www.roboform.com/

« Keeper — https://www.keepersecurity.com/

The only acceptable Free manager:
 Bitwarden - https://bitwarden.com/



https://1password.com/
http://www.dashlane.com/
https://www.roboform.com/
https://www.keepersecurity.com/
https://bitwarden.com/
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Generates passwords for you
Verifies that site isn't impostor
Identifies re-used passwords
Blinded to customer support
Recovery via physical object
Recovery via trustee

Published security architecture

Built in

€ Chrome

\
© C  C U Keychain (Safari)

X Edge

X

X

X










